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3NeKTPOHHOU nouTbl IronPort

Bctynnenwne

YcTpoiicTBo IronPort Tuna «Bce B 0gHOM» coueTaeT B cebe crneunann3ripoBaHHbIi
MTA, npeBeHTVBHYIO 1 PEaKTUBHYIO 3aLUTY, KOHTPO/b MOYTOBOWN CUCTEMDI.

OneKTPOHHaA NoyTa CcTana JoOMUHUPYoLLen Gopmoit 1eI0BOro obLeHns —
cornepHuYas ¢ (ecnv He NPeBOCX04A NO BaXXHOCTK) FOIOCOBON CBA3bI0. B
COLEPKAHUE CaMoM fene, 3/IeKTPOHHaA NnoyTa nprobpena Takoe orpoMHOE BANSHUE, UTO,

1. BcTynnenve KaK 11 B CJlyyae ¢ pakcom 1 6aHKOMATOM, CTaso CJIOXKHO NpefcTaBuTb cebe
YKW3Hb 10 €e WNPOKOro NPUMEHEHNA B TeYEHME NoC/IefHero AecATUIeTus.
PacnpocTpaHeHHOCTb 3TOro CpeAcTBa Nepefaun MHGopmMaLmnm TakxKe
npuBnekna 6onbLIoe 1 MOCTOAHHO pacTyllee KONMYeCTBO yrpo3 6e3onacHoCTu —
cnam, nopaenka nucem, BUPYChl, perynaTuBHbIE HapyLLUEHWA 1 KpaXa
WHTeNNeKTyanbHOM COOCTBEHHOCTU.

2. @®yHpameHT - AsyncOS

3. YnyuweHHan CTPyKTypa ouepenm u
ynpasfieHne NoAKNoYeHNAMM

4. AyTeHTMOMKaLMA NOYTbI

SenderBase - nepBas, camas .
O6bembl 1 N30 PEHHOCTb Yrpo3 6€30MacHOCTU 31eKTPOHHOM MOYTbI

NPOAOMKAIOT PACTX C HeyAePKUMOW CKOPOCTbIO. BONbLWMHCTBO KNNEHTOB
KOHCTaTMpPYIOT, UTO OKOJ10 90 NPOLIEHTOB MX BXOZALLEN NOUYTbl — NAOXne Nucbma
(cmam, BMpYCbI, 1 T.4.) U 06LLee KONMYECTBO BXOAAWMX NMCEM YABANBAETCA C
KaAblM rofoM, laxe ec/iv YACNO COTPYAHMKOB OCTAaeTCA MOCTOAHHbIM. DTH

6onbluas, nyylas 6asa penyTtauui
6. PenyTauvoHHas ¢unbTpauma n
KOHTPOJb NMOTOKa

IronPort Virus Outbreak Filters

8. CKaHMpoOBaH/e KOHTeHTa 1 yrpo3bl 6€30MacHOCTU 3NeKTPOHHOI NOYTbI NOAMNMUTLIBAIOTCA MOTUBaLMeEN
cooTeeTCTBME TPE6OBAHNAM NonyyeHns orpoMHON NPUOBINK, CBA3AHHOWN CO CMAMOM, NMOAAENKOWN N1cem

9. AHTU-CNam, OCHOBaHHbIi Ha U Kpakel MHPopmaumn. ITO CO34aeT PecypcChbl, KOTOPbIE NPUBIEKAIOT
KOHTEHTE U aHTU-BUPYC npodeccroHanbHbIX UHXEHEPOB B OM3HeC pa3paboTKM HOBbIX Yrpo3, elye bonee

10. YnpaBineHwe, MOHUTOPUHT 1 obocTpAa cutyaumto. loxoxe, UTO 3TN NPOLIECCHI HE UMEIOT eCTECTBEHHOTO
OTUYETHOCTD paBHOBeCKA, MO3TOMY OXKUAaeTcA, UTo B 0603prmoM Byayuiem yrposbl 6yayT

11. LleHTpann3oBaHHoe ynpasneHe npogonaTb pacTv B 06bemMax v N30 peHHOCTH.

12. 3aknioyeHue
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Q/ IRONPORT

YcTpoincTBa 6€30MacHOCTY SNEKTPOHHON NouThbl lronPort co3gaHbl Ans 3aWnTbl
ceTeln OT CEerofHALLIHMX 1 3aBTPALLIHKX NMOYTOBbIX Yrp03. 3TW YyCTPOMNCTBA
NMOCTPOEHbI HA COGCTBEHHOW OoMnepalnoHHol cucTeme IronPort-AsyncOS™.
OnTMK3MpoBaHHaA ana nepegaum coobweHnin AsyncOS asnsaeTtca
dyHOaMeHTOM, KOTOPbIN NO3BONAET OAHOMY YCTPONCTBY IronPort o6pabaTbiBaThb
nouty 6onee uem B fecATb pa3 apdeKTUBHeE, UeM TPAZULMOHHbIE CUCTEMDI,
OCHOBaHHble Ha Unix. Ha BepLuvHe 3Toln oTAnYHO Macwtabupyemoi nnatdopmbl
IronPort npeanaraeT MHOXECTBO NPUNIOXKeHWI 6e30MacHOCTY Ansa GUbTpaLmmn
criama v BUpYCOB, CKaHMPOBAHUA KOHTEHTa 1 BBeeHUA NonnTunk. B gaHHom
peLleHny MPUCYTCTBYIOT KaK YHUKanbHble TEXHONOMUN, pa3paboTaHHble
KomnaHuewn IronPort, Tak 1 TECHO MHTErPUPOBaHHaA TeEXHONOrMA GUNbTPaLUN
OT NapTHEPOB, ABNAILMXCA NyUWMN B cBoeM Aene. MoaynbHaa apxuTekTypa
CUCTEMbI NO3BOMIAET BK/IOUATb U BbIK/THOUATb 3TV NPUIOXKEHWA B COOTBETCTBIM C
NOTPEOHOCTAMYN KaXKLOro KIIMEHTa.

Hue npriBeieH TEXHNYECKMI 0630P OCHOBHbIX KOMMOHEHTOB YCTPOMNCTBA
6e30MacHOCTM 3M1eKTPOHHON NouThl lronPort o pasgenam.

® (OyHpameHT — AsyncOS

® YnyyweHHasa CTPYKTypa ouepeau 1 ynpasfieHne NogKayeHnaMum

® AyTeHTMdUMKaALMA NOYTbI

e SenderBase®

® PenyTtaunoHHas ¢unbtpauus (Reputation Filtering™) n KOHTpoNb NoToka
® Virus Outbreak Filters™

¢ CKaHMpOBaHMe KOHTEHTA 1 BBeEeHNE NONUTUK

® AHTU-CNam, OCHOBAHHbIN Ha coAepKaHnmn

®  AHTU-BMPYC, OCHOBAHHbIN Ha CUTHATypax

® YnpaBneHve, MOHUTOPWHT 1 OTYETHOCTb

® lleHTpanu3oBaHHOe ynpasneHue

OYHAAMEHT - ASYNCOS

MHorune us orpaHnyeHnn TPAANLMOHHbBIX MPOrPaMMHbIX LLIJIH030B, OCHOBAHHbIX
Ha Unix, 3aKo4aloTca He B CaMUX NMPUITOXKEHMAX, @ B TOM, Kak MPUIIoXKeHne
B3aUMOJENCTBYET C ONepaLioHHON cucteMoit. 1ns 60pbbbl C STUMY
orpaHuyeHuamm IronPort paspaboTtanu yH1KanbHyo onepauyioHHyo cuctemy
AsyncOS, cneuranv3npoBaHHYI0 No4 aCUHXPOHHYIO 3afauy nepegaun
3NEKTPOHHbIX COOOLLEHNIA.

OneKTPOHHas NoyTa — 3TO CPEACTBO Nepesaun UHGopPMaLMK C BbICOKON
WHTEHCUBHOCTbIO NOAKIOUeHWI. JTiobas ceTb yMepPEHHbIX Pa3MepOoB MOXET
3anpoCTO NMETb TbICAYM NapasiesibHbIX BXOAALWMNX N MCXOAALMNX MOYTOBbIX
NOAKAYEHWI. DTN NOAKMIOYEHNA 3a4aCTYI0 OTHOCUTENbHO MEAJIEHHDI, TaK Kak
MOTryT UMETb Ha APYrom KoHue VIHTepHeTa 3aHATbIN cepBep. TpagULMOHHbIN
MTA rmeeT npobnembl C BbICOKMM YNCIIOM NapasiesnbHbIX MOAKOUEHWIA.
BoNbWNHCTBO TpaguLUMOHHbIX MTA, paboTatowwx Ha onepaLnoHHbIX CMCTEMAX
o6Lero HasHauveHud, Takux Kak Unix unyu Windows, orpaHuyeHbl OgHOM 1nu
OBYMA COTHAMM NapaniefibHbIX NOAKIIYEHNA, MOTOMY YTO OnepaunoHHasA
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CUCTEMa OFPaHNYMBAET YMCIIO MOTOKOB, KOTOPbIE MOTYT ObITb OTKPbITHI
opHOBpeMeHHO. TpaguLMOHHAA Mofeslb MOTOYHOCTM TPebyeT Hanmuus
BbleNeHHOro CTeKa NamATK AN1A KaX[0ro NoToKa, U cMcTeMa He MOXeT
npeaocTaBnTb 6osblie NaMATA AJ1A OTKPbITUS HOBbIX MOTOKOB. AsyncOS

oT IronPort npepocTtaBnAeT 6e3cTeKoBYy0 MOAENb MOTOYHOCTU, KOTOpas He
Hy>K[aeTcs B 6ONbLLIOM CTeke NaMATK AR KaXKAoro noToka, nossonasa MTA
IronPort nogaepxuBaTb MaccuBHbIN Napannennsm — 10 000 ogHOBpeMEHHbIX
noaknoyeHnii — B 100 pa3 6osblue, YeM TpaauLoHHble MTA.

Takol MacCMBHBIN Napannenn3mM rapaHTMpyeT, YTO NPY NCMOSIb30BAHNN B OObIX
npakTuyecknx uenax lronPort HMKorga He JOCTUTHET Npeaena NOAKIIYEHUN.
PeweHwne npobnembl Napannenn3ma 03Ha4aeT, YTo Y3KUM MECTOM CTaHOBUTCA
BBO//BblBOJ AaHHbIX. TaK KaK Bce cooblieHns B MTA LOMKHbI COXPaHATLCA Ha
ancke, MTA - cuctema C MHTEHCUBHbBIM BBOOM/BbIBOAOM.

Mpobnema BBoga/BbiBOAa peLaetca B AsyncOS fByma cnocobamu. MepBbli — ¢
MOMOLLbIO MIaHNPOBLUMKa BBOZA/BbIBOAA. AsyncOS ncnosnb3yeT aCUHXPOHHYH0
npupogy coobuieHnin Ana nx o6paboTkm B oNTrManbHOM nopsake. Ecnm

NMOTOK aKTUBHO UCMOMb3yeT BBOA/BbIBOA, CUCTEMA NMO3BOJSINT EMY 3aBEPLUNTb
3TO fencTBre, 1 He OyAeT BMELIMBAaTbCA, MCMONb3yA NIAHWPOBLMK. ITO
3HaumTeNbHO yBennumaaeTt 3GHEeKTUBHOCTb CMCTEMbI BBOAA/BbIBOAA.

Bropas ontrmumsauma BBofa/BbiBoAa 3aknioyaeTca B gpanisioBol cucteme
AsyncOS. TpagnumoHHble MTA ncnonb3yioT dalinoByto cMcTemy A COXpaHeHns
COCTOAHMA NpunoxKeHua. Ecnm gomeH—-nonyyatenb CTAaHOBUTCA HEJOCTYMHbIM,
TO ouepefb afpecoBaHHbIX eMy COOBLLEHNI HAUMHAET PacTU, U 3afePXKKM 13-3a
TPaAULMOHHON $afIoBOM CUCTEMbI 3aMeaNAT PaboTy Bcel crcTembl. A Korga
LOMeH-nofyyaTenb BHOBb CTAaHOBUTCA AOCTYMHbIM, MTA foneH BO306HOBUTb
[OCTaBKY COOOLEHWIN 1 O4YNCTUTb OYepeAb. B 3TOT MOMeHT cnctema TpebyeT
MaKCMMaJIbHOM NPOMYCKHOWM CMOCOBHOCTY ANA OUMCTKM O4epean, a 3aepKKu
13-3a GannoBON CUCTEMbBI ieNatoT 3TY MPONYCKHYI CNOCOOHOCTb MUHUMANBHO.
Tak uTo ouepeqb pacTeT, NPVBOAA K BCe OONbLIMM 3afepKaM. Bce 370 B KOHUe
KOHLIOB NPMBOAUT K TOMY, YTO cucTeMa cbounT 1 TpebyeT BMeLIaTeNbCTBa
agMUHUCTpaTopa.

YNYYWEHHAA CTPYKTYPA OYEPEAU U YNPABJIEHUE NOAKJTIOYEHUAMN

Ha 6a3e onTMn3npoBaHHON onepaunoHHoM cnctemsl IronPort paspaboTan
NONTHOCTbIO HOBYIO apxuTeKTypy MTA. YcTponcTso lronPort cogepxunt
YHUKaNbHYIO CTPYKTYPY He3aBMCUMbIX ovepegein. Cnctema nogaepusaet
OTAEeNbHYI0 ouepeab AnA Kaxaoro us gomeHoB. OHa TakXKe nogaepKmBaeT
0CBEIOMIIEHHOCTb O COCTOAHUM BCEX OMEHOB-MNOMyYaTenen. Ecnv 6onbluon
Z[oMeH (Hanpumep, Hotmail) ctTaHOBMTCA HEQOCTYMNHbBIM, CUCTEMA €ro NomMevaeT
COOTBETCTBYIOLUM 06Pa3oM, 1 BCe HOBble COODLLEHMSA OT CEPBEpPOB groupware
nomeLLaloTcA B ouepeb ANna 3Toro gomeHa. Ho nomelyeHve B OTAENbHYIO
oyepefb COOOLEHUN ANA HEAOCTYMHOrO AOMEHA He NHULMUPYET LUK
MOBTOPA JOCTAaBKM Af1A1 KaXKAOro HOBOro coobLeHMsA. BMecTo 3Toro ycTpomncTso
6€30MacHOCTU NEKTPOHHOW NoyTbl lronPort XpaHWUT Bce coobLeHns ans
HeAOCTYMHOro JOMEHa 1 BbIMOHAET OAVH rN06anbHbI NOBTOP AOCTaBKM

AnA 3Toro gomeHa. Korga gomeH-nonyyvatenb CTaHOBUTCA AOCTYMHbIM, BCE
coobLieHna focTaBnATCA. ITO peluaeT obLyto Npobremy Bcex TPaAULNOHHbBIX
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MTA. Vx yacTo napanusyet 60sbLLIOE YMCIO0 NOBTOPOB JOCTaBKM A1
NONyNAPHOro y3na, KOTOPbIN HeJOCTYMEH.

Taknm xe o6pazom MTA IronPort cnocobeH nnaHMpoBaTb NOBTOP AOCTABKU
Ha OCHOBE JOMEHa. DTO peLlaeT ApPYrylo pacnpoCcTpaHeHHY npobnemy MTA:
60/IbLLIOE YKCI0 BO3BPATOB COOBLLEHMI (bounces), KoTopble 3ameansaioT
oyvepeab. O6bIYHO aTaKky CMAaMepOB BKItOUatOT 60MbLLIOe KONNMYeCTBO
HecyLLecTBYHOLMUX NOYTOBbIX aApecaToB. ST BO3BPaTbl COOOLLEHMI YacTO
OTMNPaBAAITCA Ha AOMEH, KOTOPbIN 3TN COOOLLEHNA HA CAMOM Aene He
OTNPaBAN, NPUBOAA K 3aMeaeHIo PaboTbl TpaanUMOHHbIX MTA nouTto,
KoTopas 13HayanbHO Oblla MyCOpPOM. TO 3a4acTyto TpebyeT BMellaTeNbCTBA
AAMUHNCTPATOPA, COPTUPOBKM oYepean, YHUUTOXKEHUA BCEX COOOLLEHUN,
npefHa3HayYeHHbIX A4N1A 3TOro JomeHa. HacTpavBaa NOBTOPHYIO OTNPaBKY
ANA KaXKAoro 13 OMEHOB, aAMUHUCTPATOPbl MOTYT YCTaHOBUTb KONMUYECTBO
TaKMX NOBTOPOB PaBHbIM HYJIO A1 NOAO03PUTENbHbIX JOMEHOB U MO3BONNTb
YCTPOMCTBY aBTOMATUUYECKM OUMLLATb TaKmMe COOOLLEeHNA. DTN BO3MOXHOCTA
No3BONAT YCTPONCTBY lronPort geicTBoBaTh B KayecTBe “amopTur3aTopa”’ ana
CepBepPOB groupware, ynpasisasa ouyepebio coobLeHnin 6e3 BMeLaTenbCTBa.

YctpowcTtBa lronPort Takxe 06nagatoT yHUKanbHOM TEXHONOTEN, Ha3blBaeMol
Virtual Gateway™. 9Ta TexHONIOrMA NO3BONAET onpeAenaTb 1 KnaccubuunposaTb
pa3nunuHble IP-agpeca ana ncxogauwein noutol. OHa MOXKeT MCNOoNb30BaTbCA ANA
pa3geneHna NCxoadALer NoYTbl, aipeCcoBaHHOWN Pa3NNYHbIM OpraHu3aumam,

no pasHbiM ncxopawmm IP-agpecam. TexHonorusa Virtual Gateway™ — 310
MOLLHOE CPeACTBO ANA peLleHnsa NpobnemM focTaBku. ECnv oanH 13 ncxoasimx
MOYTOBbIX MOTOKOB HE MOHPABWJIICA NMPOBaifepy 1 6510KMpyeTcs, To 6OKMPOBKa
6yfeT pacnpoCTpaHATLCA TONbKO Ha 3TOT IP-afpec, KOTOpPbIV CTan NPUYNHOW
6110KMPOBKU, NO3BONAA NouTe 6ecnpenATCTBEHHO MATY MO APYTMM NOTOKaM.
STa BO3MOXKHOCTb MPUroanTCA NpoBanaepam — KaXkAoMy U3 KMEHTOB MOXKHO
npefocTaBnTb CBOW yHUKaNbHbIN IP-agpec, rapaHTMpys, UTO HXN OAMH U3
KIIMEHTOB He NOBAUSAET Ha PaboTy NMouTbl ApYyroro. TakxKe 3Ta TEXHONOTUS MOXET
NCMONb30BaTbCA AN1A Pa3feNeHNsa KOMMePUYECKOW NOYTbl U IMYHOWN NOYTbI
COTPYAHWKOB. ITOT NOAXOA NIOKanum3yeT Npobnembl C OAHVM 13 NOTOKOB.

Cuctema ouepepelt lIronPort cozgaeT otaenbHble ouepeamn ANa Kakaoro
AOMeHa-nonyyaTens, 4NA Kax4oro BUPTYyanbHOro LWwito3a. Takum obpasom,
nonynApHbIN JoMeH-nonyyaTenb (Kak Hotmail) moxeT nmeTb oTgenbHyto
ouepenb ANA KaXA0ro 13 BUPTYasbHbIX LWITO30B, FAPaHTMPYA, UTO eC/vi OANH

13 WI030B 3a0110KMPOBaH, BTOPOI NPOLOSIXKUT JOCTaBKY NoYTbl. BupTyanbHble
LL/IO3bl TaKXKe MOTYT MCMOb30BaTbCA AIA MPUOPUTE3aLMN CPOYHON MOYTDI.
OTtnpaBnAn 371 coobLLeHNA Yepes OTAESbHbIN W03, Bbl nocTaBuTe 1 B CBOIO
OTAEeJIbHYI0 OUYepefb, B KOTOPOW OHW He ByAyT 3amMmeNATbCA NMMCbMaMM C HU3KAM
NpYoOPUTETOM.

Bro6aBOK K ynyuLleHHOW opraH13aLmm ouepesein 1 ynpasneHunio BO3BpaTom
coobuieHnin MTA IronPort o6nagaet npeBoCXO4HbIM YNpaBieHeM
nogknoyeHmamr. Cuctema rpynnrpyeT BCe COOOLLEHMS, HanpPaB/ieHHbIE Ha
o6wuin fomeH. OHa OTNPABASET HECKOJIbKO COOOLLEHWNI Ha OAHO MOAK/IOUYEHME,
N OTKPbIBaeT MHOXECTBO MOAKIIOUYEHUN K ofgHOMY y31y. TpaanumnoHHble MTA
6ynyT OTKpbIBaTb HOBOE NOAKIIOUEHME ANA KaXK40ro coobLieHns, NoBbiLwas
n3fepKKn nonyyatoLlero n nepepatoiero MTA.

Anroputm IronPort “Good Neighbor” BbluncnseT obLyto ckopocTb nepegauu




0630p ycTpoiicTB 6e30MacHOCTH NEKTPOHHOI NOYTHI Iroh@ WHITE PAPER

il

www.IT-1.ru

MockBa +7-495-6496310
CaHkt-lNeTepbypr +7-812-3366310
San Francisco (USA) +1-415-2596501
office@it-1.ru

rpynna komnaHumn Antu-1

Q/ IRONPORT

[aHHbIX AR BCEX MOAKMIOYEHMNI K JaHHOMY JoMeHy. Korfa ckopocTb nepegauv
JlaHHbIX HAUMHAEeT CTabunmnsnpoBaTbcs, IronPort o6pbiBaeT camoe HoBoe
NogKoUeHne, YToObl He Neperpy»<atb yaaneHHbI cepBep. YCTPONCTBO
IronPort o6nagaet ceomm DNS-K3awweMm, YTo 3HaUMTENbHO NOBbILLAET
NPOV3BOAUTENBHOCTb. ITOT K3 OyaeT xpaHuTb Bee IP-agpeca Bcex MX gna
ZLloMeHa-nonyyatens n pacnpefenatb NOAKMOYeHUA Mo pa3HbiM MX - B
COOTBETCTBMM C UX NPUOPUTETAMMU.

AYTEHTUOUKALINA NOYTDI

HecmoTps Ha To, UTO OTCYTCTBME ayTEHTUOMKALIMM NOUTbI HE NCMOMNb30BaNoCh
B TeueHWe ABaALATA NIET, 3510yNoTpebneHne STumM HeJoCTaTKOM 3a NocneaHve
HeCKONbKO NneT 3HaunTenbHO BO3poco. CerofHA OKONno BOCbMUAECATH
NPOLIEHTOB BCEe NOYTbI — 3TO Cram, NpuyemM B 6ONbLUMHCTBE CIy4YaeB C
nogaenbHon uHdopmaumen ob otnpasutene. Nogaenka fomeHa oTnpasmTens
NMo3BONAET KPACTb MHTENEKTYalbHY0 COGCTBEHHOCTb 1 CO3aBaTb
pacnpepeneHHble DoS-aTakm Ha OCHOBe BO3BPaTOB coobLeHNin. Bo3BpaThi
COO6LLeHNI CTAaHOBATCA pacTyLlen NpobneMon Ana afMUHUCTPATOPOB
noyutbl. Cnamepbl YacTo OTMPaBAAIOT COObLIEHMA C NoAAeNbHbIM 06PATHbLIM
aZlpecom, KoTopble cofiepkaT cnam unu Bupyc. 1 oTBeT 0 HEBO3MOXHOCTH
LOCTaBKM NPUAET UMEHHO Ha 3TOT NOAAENbHbIN agpec (MM MOXET ObITb 1 BaLll
aZlpec) C BIIOXKeHHbIM ciaMmom unu Bupycom. lronPort Bounce Verification™
npefocTaBnAeT aAMVHUCTPATOPaM CpefCTBa AN 3alUTbl OT aTak BO3BpaTamu
coobueHnii (bounce attacks) c MUHUManbHbIMK NoTepAMM. Bounce Verification
BCTaBNAET UdPOBYIO MOAMNNCH B aApec OTNPABUTENA KaXXLOro NCXOAALLEro
nucbma (SMTP Mail From:).

O6bIuHO afpec OTNPaBUTENA BbIMALUT TakK:

MAIL FROM: support@bigbank.com

Bounce Verification n3meHsert ero Ha:

MAIL FROM: pvrs=support=3201EA1CF@bigbank.com

Korga ycTpoiicTBO nosyyaeT BO3BpaThbl COOBLLEHNI, HanUYme NpaBuibHOM
NOANUCK MOMOXET OTAINYNTb HAaCTOALME BO3BPATbI OT NOAAENbHbIX.

PeweHwue IronPort npegoctaBnaeT [ONOMHUTENbHbIE GYHKLUN LN5 NOAAEPKKM
yAaneHus, NOMeTKN UV NOMELLEeHNA B KAPaHTWH NoaAeNbHbIX BO3BPATOB
COObLWEeHNN.

YHuKanbHoCTb TexHonorum Bounce Verification B Tom, UTto, B oTnume ot gpyrux
TeXHonorui ayteHTudrKaumm nouTbl, Ana 3gdeKTMBHOM paboTbl OHa He TpebyeT
rno6anbHoro BHeapeHus. OgHOHANPaBIeHHOCTb TexHonoruu IronPort Bounce
Verification npuHOCKUT HEMELNEHHYIO MOJb3y TOMY, KTO €€ UCMOJb3YET.

YcTpoiicTBa 6€30MacHOCTY SNMEKTPOHHO NoyThl IronPort noaaepkmBatoT
TexHonoruto DomainKeys. B cxeme DomainKeys otnpasutens co3gaet

X3LW ANA KaXKAOro 13 MCXOAALLMX COOOLeHN 1 lwndpyeT ero, cnosnb3ys
CeKpeTHbIN Kntoy 13 napbl PKI. O6wwmin Kntoy 13 3Tol napbl ny6nrkyetca

B Buae TekcToBou 3anmcy DNS gna gomeHa atoro otnpasutena. Cepsep-
nonyvatenb ayTeHTUGMLMUPYET 3TO COObLLeHNMe, MoyYas AOMEH OTnpaBuTens
13 coobLyeHna, obwmn Koy n3 DNS-3anvcn otnpasuTens, U cpaBHMBan




0630p ycTpoiicTB 6e30MacHOCTH NEKTPOHHOI NOYTHI Iroh@ WHITE PAPER

il

www.IT-1.ru

MockBa +7-495-6496310
CaHkt-lNeTepbypr +7-812-3366310
San Francisco (USA) +1-415-2596501
office@it-1.ru

rpynna komnaHumn Antu-1

Q/ IRONPORT

NOANUCH C COAEPXMMbIM CO0bLeHMsA. MNCbMO C MPaBUTbHON NOAMNUCHIO
ayTeHTUULMPYETCA, @ C HENPaBWUIbHOW — HeT. XOTA 3TOT NPOTOKon rm6ok, DKIM
nouTy Bcerga nposepseT JOMeH B 3aronoske “From:”. Tak Kak 3TOT 3aronoBokK B
MOYTOBbIX KNNEHTaX BCEraa BMAEH KOHEUYHbIM MOJsib30BaTeNAM, 3Ta TEXHONOMNA
ABNAETCA NPEKPACHbIM peLlleHneM Npobniembl GpuULIMHra.

YcTponcTBo IronPort BKntoyaeT BbICOKONPOM3BOAUTENbHbIN KnneHT LDAP.
Appeca BXoaAWmX cCoo6LEeHN MOryT NPOBEPATLCA B 06O AnpeKToprmn

LDAP, Takoin kak Microsoft Active Directory. Agpeca MmoryT npoBepATbCaA Kak

B xofe SMTP-o6uieHus (C oTNpaBKoI BO3BpaTa COOOLLEHNS eLle 10 NPUHATUSA
camoro coobLeHua), TaKk 1 nocse NPUHATMA coobLyeHunsa c otnpaskoii NDR (non-
delivery report) otnpasutento. OgHaKo Takow cLeHapuii MMeeT HeAOCTaTOK — OH
nomoraeT crnamepam onpefennTb CyLecTBOBaHE pPeasibHOro NoYTOBOro
agpeca. 3To CTano NPUYNHONM TOrO, YTO MHOTME KOPMopauumn NPUHAAN NOAUTUKY
3a[eP>KKn BO3BpaTa coobLieHui (B TeueHnn SMTP-ceccnm NpuHUMAOTCA BCe
coobuieHus).

[nAa peweHuna 3Tnx npobnem IronPort ncnonbsyet TexHonoruto Directory
Harvest Attack Prevention (DHAP). TexHonorua DHAP cneaut 3a uncnom
HenpaBW/bHbIX aApecaToB OT JaHHOro oTrnpaBuTens. Kak TonbKo 3ToT
OTNpaBUTENb NPEBbILAET ONpefeneHHbIN afMUHUCTPATOPOM YPOBEHb
HenpaBW/bHbIX apecaToB (JONYCTUM, [eCATb HEBEPHbIX apecoB B Yac),
OTNPaBUTENb CYNTAETCA 3/I0YMbILLINIEHHUKOM, U NOYTa OT Hero 6nokupyeTca
6e3 reHepauun NDR 1 kofa olMOKN. ITOT ypOBEHb MOXKET ObITb HACTPOEH
Mo-pa3HOMY B 3aBUCMMOCTYM OT penyTaLumu oTnpaBuTens (6onee getanbHoe
onvcaHne CUCTEMbI penyTaunoHHon ¢unbTpauum IronPort cnepyeT ganblue).
Mnoxue nnun nogo3puTesnbHble OTNPaBUTENN MOTYT UMETb HU3KUI YPOBEHb
DHAP, npoBepeHHble — BbICOKUI.

Cnctema DHAP ot IronPort no3sonsaeT agMrMHUCTpaTopam 6€360A3HEHHO
ncnonb30BaTb BO3BpaAT nucem. Ecnv agMmHucTpaTop npeanountaeT
NCNonb30BaTb 3a4eP>KKY OTMPaBKM BO3BpaTa nucem, cuctema DHAP
3HAUYUTENIbHO YMEHBLUUT KOJIMYECTBO JIOXKHbIX BO3BPATOB NUCEM,
CreHepmrpoOBaHHbIX CMamepamu.

SENDERBASE - NEPBAfl, CAMASA BOJIbLLUAA, JIYYLLIAA BA3A PENYTALUA

SenderBase - 370 nepBas 1 camas 6onbLuan B UHAYCTPUN CETb MOHUTOPWHTA
noutosoro 1 Web-tpaduka. SenderBase oTcnexrBaeT MHOXeCTBO ceTeBbIX
napameTpoB Kaxgoro us IP-agpecos, oTCbinaowmx noyTy B VIHTepHeT. 2Tn
napameTpbl BKOUAOT 06Lne 06beMbl MOYTbl, OTOCTIAaHHON 3TUM IP-agpecom,
Kak faBHO OH OTCbINaeT NoYTY, ero MeCTONONIOXKEHNe, MPUCYTCTBUE B YEPHbIX
nnu 6enbix CNMCKax, NPaBMIIbHOCTb HacTpolKkn DNS, cnocobHocTb oTnpaBuTens
NPUHUMATb NOYTY, U TaK Janee.

SenderBase cobupaeT faHHble NpunbnunsmntenbHo 13 100 000 pa3nnyHbIx ceTeln no
BCEMY MUMPY. TV ceTn NpefcTaBnAoT 6bonee 25 NPOLEHTOB MUPOBOFO NOYTOBOrO
n Web-tpaduka. SenderBase — 310 eaguHCTBEHHAA CNy>k6a MOHUTOPUHTa
TpaduKa, KoTopasi CObMpaET AaHHble U3 Pa3HbIX MCTOUHUKOB, KaK 13 6a3bl
KnuneHToB IronPort, Tak 1 BHe ee. SenderBase oTcnexnBaet 6onee 120-Tu
Pa3fMyHbIX NAapPaMeTPOoB O KaXAO0M AaHHOM OoThnpaBuTene.
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SenderBase vicnonb3yeT anropuTM, KOTOPbIV aHaNU3NpPyeT 3TN 0O beKTUBHbIE
napameTpbl CETEBOrO YPOBHA U dopmMupyeT “reputation score” (penTuHr
otnpasuTtens) ot -10 o +10. OTOT PeNTUHT 3aTeM CTAaHOBUTCA AOCTYMHbIM A5
YCTPONCTBA B peXXMME PeasibHOro BPeMeHU BO BPeMs MolyuyeHns coobLeHrsa oT
noboro oTnpasuTensa. MHOXeCTBO NONUTUK MOTYT ObITb NPUBA3aHbI K PENTUHTY
oTNpaBuUTens, HaunHas ¢ ypoHa DHAP o napameTpoB KOHTPONA NOTOKa,
pa3mMepoB BIOXKEHWA 1 TUMOB ¢alnos.

MHOro TexHMyYecKknx cneLmannucToB 1 CTaTUCTUKOB, TOBOPALLMX HAa MHOTUX
A3blKax, paboTatoT B 24x7 IronPort Threat Operations Center (TOC), oHu®
aHanM3upyoT AaHHble B SenderBase u ynpasnaoT numu. Komanga TOC
pa3paboTana npoLeccop KayecTsa AaHHbIX, KOTOPbI 06pabaTbiBaeT 1
B3BeLUMBAET AAaHHbIE U3 Pa3INYHbIX UCTOYHUKOB A1 TOYHOWN 1 aKKypaTHOMN
WHTepnpeTaumun. 3Ta KOMaHAa ClNeauT 3a Tem, YTobbl faHHble B SenderBase
6blIV CBEXMMM U TOYHBIMU, Y aAMUHUCTPATOPbI MOV ONMPATLCA Ha faHHble
u3 SenderBase ansa aBToMaTUYeCcKom Knaccndurkaumm noytsl, n3beraa 3atpar
BPEMEHU 1 PECYPCOB Ha COCTaB/IEHME YEPHBIX U HENbIX CMMCKOB.

PENYTALMOHHAA OUJIbTPALIAA N KOHTPOJIb MOTOKA

YcTponcTso IronPort npon3BoguT NpoBepKy penyTaLmn Ka>kaoro BxogaLero
coobLeHnA, NCcnonb3ya TeKCToByto 3anuck DNS (noxoe Ha mexaHn3m RBL).
3ateM lronPort MOXeT NPUMEHUTb YHUKasbHYO NONUTUKY 6e30nacHoCTH

MouYTbl K STOMY OTMPaBUTENIO, OCHOBbIBAACb Ha €ro penTurHre (3To u ectb
penyTauuoHHas ¢unbTpauums). Pasmep BNOXeHUs, OrpaHNYeHUs Ha TUM U UMSA
darnna, cxembl GUAbTPaLUK CNama, BUPYCOB M KOHTEHTA, MapaMeTpbl KOHTPONA
NMOTOKa — BCE 3TO MPUMEHAETCA K OTMPABUTENAM Ha OCHOBE MX PENTUHTa.

Taknm 06pa3om, NOJO3PUTENBHBIN OTNPABUTENb MOXET NMONTYUYNTb OYEHb
orpaHuyeHHble BO3MOXKHOCTU. Hanpumep, Nofo3prTesibHOMY OTNpaBuTeNto
MO>KeT ObITb pa3peLleHo NpUCbIIaTh NMcbMa He 6onee Yem Ha ecsATb afpecoB
B Yac, C NCMOHsAeMbIMU (aiisibl BO BIIOXKEHUW, AeNaTb MOJHY0 NPOBEPKY

€ro nmcem Ha cnam, BUPYCbl U KtoueBble cioBa. HanpoTturB, NpoBepeHHbI
OoTnpaBuUTENb NONYYMT Weapble Nnpusmnerun — 1000 agpecaToB B Yac, BOXKEHNUA
60/bLUNX Pa3MepOoB 1 NObIX TMMNOB, WindposaHue TLS. ABMUHUCTPATOPDI
HacTparBaloT 3TV Pa3NYHble NONTUKM TONBbKO pa3 (ucnonb3ya Web-
nHTepdeinc), NoTom NPocTo Habnoaan 3a Tem, Kak CCTeMa aBTOMaTUYeCKU
Knaccmouumpyet otnpasutenein. MHoOrve agMMHUCTPaToOpbl OyayT Npor3BOANTb
eXeMeCAYHbIN 0630p MNONVTUK 1 MOTOKA MOYUTbI, HE 3aX0AA AaJibLue 3TOro.

Bo3moxHOCTM KOHTpONA notoka y lronPort yHrKanbHbl. BonbLIMHCTBO
KOMMepYecKnx cmctem, AOCTYMHbIX CErofHA, MpeanaraloT YTo-To Bpofe
«3amepsieHNA», OrpaHnumMBas YNCII0 MOAKNIOYEHUI OT OAHOrO y3a. Cnamepbl
nerko obxofAT 3TOT NOAX0A, OTNPABAA MHOXECTBO COOOLIEHWI 3a
NoAKIUeHre Umn ogHO NMUCbMO MHOXeCTBY nonyyatenen. Cuctema lronPort
MOXEeT OrpaHNuMBaTb KONMYECTBO aApecaToB B Yac. ITO oyeHb 3pdeKkTmBHOe
peLLeHre, ECNIN OHO CBA3aHO ¢ penyTaumein. Kopoye roBops, yem 6onbLue
OTNpaBMTENb NOXOX Ha CMaMepa, TEM MeAJIeHHee OH C Hamu paboTaer.
Bo3moXKHOCTb orpaH/yeHuns oTnpasuTenien No3BoNaeT yCTPONCTBY CNPaBAATbCA
C «cepbiMu» oTnpaBuTenamu. OueBmaHble cnamepbl MOTyT ObITb 6bICTPO
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naeHTMdULMPOBaHbI U 6IOKMPOBaHbI. A MMCbMa NPOBEPEHHDBIX OTIpaBuTenei
MOTYT AOCTaBNATLCA 6e3 NMPOBEPKY Ha CMaM 1 BUPYCbl. ITn f1Ba Knacca
oTnpasuTenein 06bI4HO cocTaBAAT 80 MPOLEHTOB NOTOKA BXOAALLEN MOYTbI.
OcTanbHble 20 orpaHNuMNBalOTCA B CKOPOCTY 1 MPOBEPAIOTCA Ha CMaMm 1 BUPYCbI.

Crictema penyTauroHHbIX GunbTPoB IronPort 6bi1a NepBoii U OCTaeTCcA camoi
n3oLpeHHo. Mpr HacTporKe No yMONYaHuo oHa byfeT 61oKkrnpoBaTb okono 80-
TW NPOLEHTOB BXOAALLEl NOYTbI Ha 3Tarne NoAKIYEHNA, TEM CaMblM YMeHbLLIAasA
TpaduK (COOBLLEHNA C HU3KMM PENTUHIOM HE MPUHUMAIOTCA) U He 3arpy»as
CUCTEMHbIe pecypcbl. TpebyioLirie MHOFO NPOLLECCOPHOrO BPpeMEHU GpUbTpbI
Crnama v BUPYCOB UCMOJIb3YHOTCA TONTbKO NPy HEOOXOANMOCTH, @ OFpaHNYeHne
NMOTOKa NoYTbl — 0YeHb 3¢ deKTUBHAA 3alyMTa OT aTak cnamepos Tuna “hit and
run” n DoS.

KoHTponb noToka nouTtbl IronPort Take o4yeHb noseseH npu

ynpaBneHnn OCTaBKOM NCXOAALLEN NOYTbl. YCTponcTBo IronPort — 3to
BbICOKOMPOW3BOANTENBHOE YCTPONCTBO, HO ObINIO CO34aHO B pacyeTe Ha To,
yTO6bI NONYYalOWMIA AOMEH He ByfeT neperpyeH, 4To Morno Obl NPUBECTH

K BHECEHUIO HAaC B YEePHbIN CNCOK. bonee Toro, orpaHnyeHmne ckopocTu

MOXET MCMONb30BaTbCA U ANA BHYTPEHHEN MapLwpyT13auum noytol. MNouTa,
HanpaBJsieHHas Ha LeHTpanbHbIl cepBep Microsoft Exchange vnu IBM Lotus
Notes MoXeT O0CTaBNATLCA C 6ONbLUOK CKOPOCTbIO, @ MOYTa AN1A yAaneHHbIX
0d1COB MOXET 3aMeaIaTbCA Ana obecneyeHns obuiein CTabunbHOCTU CUCTEMDI.

IRONPORT VIRUS OUTBREAK FILTERS

HecmoTps Ha To, UTO OCHOBaHHbIE HA CUTHATYPaxX aHTVBMPYCHbIE CUCTEMDI
YCTaHABNMNBAKOTCA Y>Ke JAaBHO, MHOTME KJIMEHTbI JO CUX MOP UMEIT Npobnembl

C BUPYCHbIMM aTakaMu, KOTOpble PacnpOoCTPaHAIOTCA A0 NOABAEHUS CUTHATYP.
MpryrHa 3TOMY — M3HaYaNbHaA PEAKTUBHOCTb aHTUBMPYCHbBIX CUFHATYP.

Kakvm 6bl XOpoLunm He 6bin NMPOV3BOAUTEND aHTUBMPYCHBIX CUTHaTYp,
TpebyeTca onpefeneHHoe BpeMs A Toro, YTobbl 06HAPYKUTb, M30MPOBaTb U1
oXxapaKkTepur3oBaTb BUpYC. [lanee TpebyeTcsa Bpems Ha CO3aHne, TECTUPOBAHNE
W YCTAHOBKY CUrHaTypbl. Bce 3Tv 3agaum obbluHO TpebytoT oT 6 fo 48 yacos,

B 3aBMCMOCTM OT aTaku. B TeueHre 3Toro BpemeHn BUpyC 6yaeT akTMBHO
pacnpoCcTpaHATbLCA MO BCEMY MUPY.

Ha cerogHAWHUN feHb HET HY OAHOW popMbl OOLLEHMA NtoAEN, MPU KOTOPO
nHdopMaLMa Morna pacnpoCcTPaHATLCA Tak ObICTPO, Kak B Cllyyae C
COBpPEMeHHbIM NoYTOBbIM BUpYcoM. lronPort Threat Operations Center (TOC)
pa3paboTan anropuTMbl, KOTOpble 06HAPYKMBAKT AaHOMANUK, TaKNE KaK
MaCCOBOE€ NOABMIEHME HOBbIX OTMPABAAKLWMX NouTy IP-agpecos, KoTopble fo
3Toro Boo6Le He OTNPaBANIM MOYTY, I COOTBETCTBYIOLLEE YBeNNYeHVE 0ObbeMa
coobLeHniA C onpeaeneHHbIMY Ppa3MepoMm, TUMOM WY UMEHEM BIIOXKEHNA.
3atem TOC aBTOMaTMYECKM FreHepupyeT OMNoBeLLeHMA 1 co3aeT NpaBuio,
yTBEpPKAEHHOE TexHnuYecknmun cneymanuctamm TOC. 3To npaBmno 3atem
aBTOMAaTMYeCKU OTNPaBAETCA Ha BCe YyCTponcTaa IronPort, 1 BcAa noxoxana Ha
AHOMasIbHyYI0 NoYTa NoMeLLaeTca B KapaHTH. CUCTEMHOMY aiMUHUCTPATOPY
OTNPABAAETCA OMNOBELLEHVE U MHPOPMaLA 06 06HOBNEHNAX COCTOAHNA
BMPYCHOW BCMbIWKA. ALMUHUCTPATOPbI MOTYT MPOCMaTPUBaTb 3TOT KapaHTWH 1
NpoBepPATb Ha BUPYCbI, yAANATb UK OTMYyCKaTb coobLyeHus. lNocne obHoBNEHMA
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PrcyHok 1. IronPort Outbreak
Filters octaHaBnvBaeT BUpYChI
[0 NOABNEHUS CUTHATYP.

Q/ IRONPORT

CUTHATYP aAMUHUCTPATOPbI MOTYT NPOBEPATb COOOLLEHUS CHOBA, UTOODI
ybennTbCsa, UTo OHM 6e30MacHbl, a 3aTeM OTMYCKaTb COOOLLEHNA B COOTBETCTBUU
C HacTpoWKaMu NOAUTUKKU aHTUBKpPYca. Tonbko cuctema IronPort Outbreak Filters
MOCTOAHHO CKaHMPYeT COOOLLEHNA B KAPAHTMHE 1 OLIEHMBAET KX 3aHOBO (Ha
OCHOBAHMWU NOCAeAHMX NPABUI, UAEHTUGULMPYIOLLNX BUPYC), UTO MPUBOANT K
MWHVMaJTbHBIM LIAHCaM HeMpaBUNbHOW Knaccubukaumm. 3atem AUHaMUYECKUIA
KapaHTUH lronPort aBTomMaTuyeckmn oTnyckaeT cCoobLieHNs, He COOTBETCTBYOLME
HOBbIM NpaBuiam. JMHaMUYECKIIA KapaHTVH 06ecrneyriBaeT He3aMeaInTeNbHY0
3aLUTY M BbICOYANLLYO TOYHOCTb.

TexHonorus IronPort Virus Outbreak Filters paboTaet 6onee nonytopa net

N y>Ke AOCTUIIa HEBEPOATHbBIX YCNEXOB, 3aLuyLian B cpefHem 3a 16 yacos

[l0 NOABMIEHNA CUMHATYP, OCTaHaBANBAA COTHWU MUIIIMOHOB 3apakeHHbIX
coobLieHniA, KOTopble B MPOTUBHOM Cilyyae foLnm 6bl 4o pabourx CTaHUNA.
Bpemsa oTKnMKa Ha HeflaBHMe aTakm NOKa3aHo Ha PrucyHke 1. YunTbiBas, uto
«CpepHue 3aTpaTbl Ha OUUCTKY OT Brpyca B 2004-m rogy coctaBunm $130 000»
(nctouHmk — ICSA Labs 10th Annual Virus Prevalence Survey), HeCno»Ho oLeHNTb
TexHonoruto Virus Outbreak Filters.

Peakuusa MNMoABneHune Bbinrpbiww

Zotob.C 16.08.2005 01:56 04:47 2 vaca 51 MnHyTa
MyTob.G 16.08.2005 11:30 12:58 (cnepytowero aHA) 13 yacoB 28 MUHYT
Sober.L 24.03.2005 16:10 18:23 2 yaca 13 MUHYT

Mydoom.BB  15.02.2005 18:08 22:54 (cnepytowero AHA) 28 4acoB 46 MUHYT

CKAHUPOBAHUE KOHTEHTA 1 COOTBETCTBUE TPEBOBAHUAM

YcTpowncTeo IronPort o6nagaeT 66ICTPoi, FMOKOM U TOHKO HAaCTpariBaeMom
cuctemont dunbTpaumm coobueHnin. Micnonblys noruky “if-then-else”, kak B
A3bIKe NporpammmnpoBaHna C, MOXHO co3aaBaTb NOb30BaTeNbCKME GUALTPDI,
KOTOpble NO3BONAT af/MMHUCTPATOPaM pPeann3oBbIBaTh N0Oble MbICIUMblE
TpeboBaHuA. [apameTpbl, KOTOpble MOTYT ObITb MCMNOJIb30BaHbI B Nosie

“if”, BkntovatoT IP-agpec oTnpaBuTeNna 1 nonyvatens, JOMeHHOe UMsA 1N
afipec, 3arofioBKu, penyTaunio OTNPaBUTENA WU AaHHbIe, [OCTYMHbIE eMy

no LDAP. lonycTMble eCTBUS BK/IOYAIOT B CE0SA MOMeELLeHUE B KAPAHTUH,
nepeHanpasJieHne, ONOBELLEHNE, TETMPOBaHNE, apXMBUPOBaHME, BO3BPaT
coobuieHua (bounce), n gpyrue.

MprMepom Takoro GpubTPa MOXET CITYKUTb NPaBUIO, KOTOPOE FMacKT, YTO eCn
coobLeHre OTNPaBIIeHO onpeaAeieHHOMY NnoJlyyaTento (onpeaensaeTca afpecom
nouTbl unu 3anpocom LDAP) unu onpegeneHHbiM oTrnpaBuTeneM, TO OFpaHNYnTb
pa3mMep BIOXKEHWNA ASIA HErO 1 CAeNaTb apXMBHYIO KOMKIO. 9Ta CNocobHOCTb
OYeHb BaXKHa, €C/IN MMeeLlb eSO C MHOXXECTBOM Pa3finyHbIX TpeboBaHmi
60nbLUNX KOMMNAHWIA, 1 3TK “crneLunasnbHble 3anpochl” IEFrKO peanunsyrTca ¢
MOMOLLbIO NPOCTbIX GUNBTPOB COOOLLEHNIA.

Camoe pacnpocTpaHeHHOe NpUMeHeHne GUNBTPbl COOBLLEHNIA HaLWKW B
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COOTBETCTBUM TpeboBaHUAM. lronPort co3gan rotosble C/IOBapy MeULNHCKUX
TepMnHOB Ana cooteeTcTBMA HIPAA. TakXe JOCTYNHbI CyloBapu AnA
. cootBeTcTBUA Sarbanes Oxley (SOX) n SEC. IronPort nogaepxnsaeT WunpposaHue
TLS (Transport Layer Security), KOTOpoe MOXET BbIGOPOUYHO NPUMEHATHCA TONBbKO
K TOli mouTe, KoTopas TpebyeT wudposaHua. [1na 6onee pa3HOCTOPOHHEN

dunbTpauun n WndposaHus IronPort noaaepxnBaeT NnapTHEPCKNE OTHOLLEHNA
C TaKUMU Nngepamu B 3Tnx obnactax, kak PostX, PGP u Sigaba.
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QunbTpbl MOTYT CO3AaBaTbcA Kak ¢ nomolybto GUI (rpadpuruecknn Web-
NHTeP®EINC), TaK U C MOMOLLbI0 KOMAaHAHOW CTPOKN, MOAAEPKUBAIOLLEN CKPUMTDI.
Mocne cozgaHvAa NonnTUK oHKM ynpaenaATca lronPort Email Security Manager™.
310T MoLHbIN Web-nHTepdelnc npegocTaBnaeT pa3HOCTOPOHHMI B3rnag

Ha NONNTUKM ANA BCEN NOYTbI, CNamMa, BUPYCOB, BAIOXKEHWI 1 COOTBETCTBUA
TpeboBaHuAM. [paBrna MOryT co3aBaTbCA C YETKOW nepapxueit — NpaBuno

Mo YyMOMUYaHM1Io 1 3aTeM cneymduryeckre npasuna B nopazKe BbiNnofHeHnA. [na
npaBuibHOM 00PabOTKM COOBLLEHUI C HECKONbKMMY NofnyyaTtensamu IronPort
nopaepXrBaeT pasgeneHve coobleHunin (message splitting) — nonyyartenuy,
COOTBETCTBYIOLME OAHOMY HabOPy NpaBwA, rPYNAMPYOTCA, NofydYaTeny ana
APYrvx NpaBui rpynnupyoTca 1 o6pabaTbiBaloTCA OTAENbHO. ITO OUEHb BaXHasn
bYHKLUMA B yCNOBUAX YNpaBneHWA NOAUTUKaMM 418 60bLIMX KOMNaHWUI, rae
NOMUTMKM MOTYT ObITb OUeHb crnoxHbIMU. Email Security Manager genaet Takoe
yrnpaBfieHne NpocTbIM.

OCHOBAHHbI HA COQEPXKUMOM AHTUCIMAM U AHTUBUPYC

I[ronPort obecneurBaeT pa3HOCTOPOHHIOIO 3aLMTY OT CrMaMa, NPeJoCTaBNAA fBe
NHUK 060POHDI: BHELLHWI MPEBEHTVBHBIV CI01 (penyTaunoHHble GUIbTPbI) 1
BHYTPEHHUNE peakTUBHble GUNBTPBI.

Cnctema ounbTpoB penyTaumm lronPort — 3To nepBasa NMHNA 060POHbI, KOTOpas
6nokupyet go 80 NpoLeHTOB BXOAALLEero cnama Ha stane coeguHeHus. lronPort
Reputation Filters™ B pexxume ymonuaHus HanpaBnfeT NoUTYy OT M3BECTHbIX
XOPOLUMX OTPABUTENEN MPAMO B MOYTOBbIX AWK, N30eras HeHy»KHbIX 3aTpaT
PeCypcoB 1 pUCKa JIOXKHOTo cpabaTbiBaHUS aHTUCMAM-CUCTEMDI /151 3aBeOMO
xopoluen noyTbl. Ho 20 npoueHTOB BCelr NOYTbl HAXOAUTCA B “cepoi 30He”, 1
BaXHO OrpaHMuMBaTb B CKOPOCTU 3TV MMCbMa M CKAHMPOBATb KaXK0e 13 HIX.
IronPort Anti-Spam™ npu3BaH cNpaBnATbCA € 3TON “cepor 30HON”, NCMONb3yA
camble NPOABUHYTbIe NOAX0Abl 06HAPYKeHWsA yrpo3 B 3Tol obnactu. Boobasok
K aHanu3y penyTauuy oTnpaBuTens, yHuKanbHas cuctema IronPort Context
Adaptive Scanning Engine™ (CASE) nsyvaeT BeCb KOHTEKCT COOOLLEHNSA,
BKJIOYasA:

® copepxaHue,
® JIOrMYyecKyto CTPYKTYpy NricbMa,
® penyTauuio CCbINIOK B MUCbME.

Mocne kombuHMpoBaHua oueHkn CASE ¢ penyTaluen oTnpasBuTena KOHEYHbIN
pe3ynbTaT NnonyyaeTca TOUHee, YeM Y TPaAMLNOHHbIX TEXHONOrniA GunbTpaummn
cnama. TexHonorusa IronPort Web Reputation™ n3yuyaet noBefieHve 1 mogenb
Tpaduka web-caiita gna onpepeneHus ero penytauun. lronPort CASE
nonyyaet penyTauuto MoboN CCbiNKM BHYTPY Tena COOOLLEeHN, TaK UTo
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BblMosiHAeTCA ero 60see TouHbIl aHanums. Bce ato nossonsaet cucteme lronPort

Anti-Spam 3aWnUTUTbL NONb30BaTesNen oT cnama, PULINHIa 1 WNnoHckoro MO,

L pacnpocTpaHAoLeroca no noyre.

[ina opraHmn3aumin, KOTopble NPeAnoUYNTaoT NPefoCTaBNAATb YrpaBieHne
cnamMom CBOMM MOMb30BaTeNAM, yCTpolcTBa IronPort npegnaratoT cuctemy
IronPort Spam Quarantine™. IronPort Spam Quarantine - 3To peLieHne no
CaMoOo6CNYXMBaHWIO A1 KOHEYHbIX NOJIb30BaTes1el, C NerkvM B UCMOb30BaHUN
. Web- nnn Email-nHtepdeiicom. 3ta TexHonorva npenoctaBisaeT KOHeYHbIM
San Francisco (USA) +1-415-2596501 epperice pepocTass

NoJib30BaTeNIsIM CBOW KOHTEMHEP AJ1sl XPaHEeHMA COOBLEHIA, onpeaesieHHbIX

office@it-1.ru
Kak Cram, 1 fIerko MHTErprpyeTca C CyLLeCcTBYIOLMMMI MOYTOBLIMY CEpBEPaMi 1
rpynna Komnaxui AiTu-1 6a3aMu nonb3oBaresneil.

I[ronPort Tak»e ob6ecneyeH aHTUBUPYCHBbIMU CUTHaTYypamu oT Sophos, KoTopble
MOMHOCTbIO MHTErPUPOBaHbI B YCTPONCTBO IronPort 1 MMetoT BO3MOXKHOCTU
nerkoro ynpasneHua n otuyetHocTu. Cnuctema Sophos anti-virus TecHo cBA3aHa ¢
IronPort Virus Outbreak Filters, utTo fenaeT BO3MOXXHbIM TECTOBOE CKaHMPOBaHNe
coobLieHniA Nnepep OTNYCKOM U3 KapaHTurHa. lronPort 1 Sophos o6beauHmnnucs
C Lienblo 06HAPYKEHMA 1 OCTAHOBKM BUPYCHbBIX aTaK C MAaKCMMAbHOW 3aLuTOM
NS HAWVIX KNIMEHTOB. 1151 MaKCMMasibHOW MPOV3BOAUTENBHOCTY CUCTEMA
Sophos ncnonb3yeT ckaHNMpoBaHUe COOOLLEHN B ONepaTUBHON NaMATU.
CoobLueHne coxpaHAeTCA Ha JNCKe, @ 3aTeM HEeOJHOKPATHO CKaHMpyeTca

B onepaTtusHomn namatn. unbTpbl coobLeHni IronPort nonHocTbo
UHTErprpyoTca ¢ 6azamu Nosb3oBaTenen, Tak uYTo Ans ogHow rpynnbl LDAP
(ckaxem, “engineering”) coobLyeHnsA ¢ BUpycamuy YAANATCA, a 4NA APYyron
(ckaxkem, “sales”) — nomeyaloTca 1 4OCTaBASIOTCA.

www.IT-1.ru
MockBa +7-495-6496310
CaHkt-lNeTepbypr +7-812-3366310

YMPABJIEHUE, MOHUTOPUHT M OTYETHOCTb

IronPort npegocTaBnsAeT n3oLWpeHHbIe CpeacTBa AfA YrpaBieHUs, MOHUTOPYHIA
N OTYETHOCTU, pa3paboTaHHble ANA 60NbWNX KOPMOopPaLUi 1 NPoBaigepoB,
KoTopble cOCTaBnAloT 6a3y KnneHToB lronPort. Kaxkgoe yctponctso

06nafaeT yHMKanbHOM CUCTEMON OTYETHOCTY peasnibHOro BpemeHun Mail

Flow Monitor™. Mail Flow Monitor npenoctaenseT 0630p BCex BXOAALMNX U
ncxoaawmx nogknoyeHuii. s Web-nHrepderica IronPort Mail Flow Monitor
CUCTEMHbIE AAMUHNCTPATOPbI MOTYT JIErKO NPOCMaTPMBaTb aKTUBHOCTb B
ouepepax coobuieHnin. 3aecb 0TobparkaTCA AOMEHbI C MAKCMMaIbHbIM

YncIoM CcooOLLEeHUI B ouepean C obLLen CTaTUCTUKONM. Ha ogHoW cTpaHuue
AAMVHUCTPATOPbI MOTYT YBULETb KOJIMYECTBO COODLLEHN B OUepeam, Yncso
OTKPbITbIX MOAKMIOUYEHWI, YCMELLHbIX JOCTABOK, @ Tak»Ke MATKNX U XKeCTKNX
BO3BpaToB nucem (soft & hard bounces). Mo Kaxxgomy 13 AOMEHOB MOXHO
NOCMOTpPETb OTAeNbHY NoApobHyto ctatnucTrKy. Mail Flow Monitor nokakeT
IP-appeca Bcex 3anucen MX gna pomeHa, ctatyc (up/down) 3Toro JomeHa, Bpems
nocnegHel NoNbITKA NOAKIOUYEHNA, BO3PACT CaMOro CTaporo coobLleHuns B
ouepeau s 3Toro JoOMeHa 1 NogpoOHOCTY O BO3BPATax COOOLLIEHUI U Koaax
OLIMOOK, MOMTYUYEHHbBIX OT 3TOr0 AOMEHA. DTO MHOTO(YHKLIMIOHaIbHOE CPeaCTBO
No3BOJIAET afMUHUCTPATOpPaM BbICTPO NAEHTUPULNPOBATL U UCNPABAATL
ownobKkn. nsa fononHUTeNbHbIX NPoBepokK IronPort nogaep:kmeaeT “domain
debug”, cneyunanbHyto GyHKLMIO XKYPHANMPOBaHUsA, KOTopas No3BosAeT
COXpaHATb Kaxayto SMTP-ceccuio NOMHOCTBIO TONBKO ANA onpefesieHHOro
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[loMeHa. OTo n3baBnseT aAMUHUCTPATOPOB OT HEOOXOANUMOCTI 06pabaTbiBaTb
OrpoMHble 06beMbl JIOroB A1 06HAPYXeHUs oWmn6oK. bonee Toro, Kaxzgoe u3
. coobLieHNIA B ouepeamn MOXeT ObITb HaNpaBeHO Ha 060 yaaneHHbIN y3en uim
cepBep, A NPoCTo YAANEHO.

[na BxopAwen noutbl Mail Flow Monitor nokasbiBaeT oTnpasuTenen ¢
HanbonbWMMK NOKa3aTenAMMN KonMyecTBa NMcem, BEpAUKTOB MO cnamy

1 BMpYCaMm, penyTaLuy, ykasbliBaeT Ha aHOManum B o6bemax noutbl. C ero
MOMOLLbIO AAMUHUCTPATOPbI MOTYT NPOC/IeANTD 3a N06bIM NOJ03PUTENBHBIM
OTMpPaBUTENEM, MOCMOTPETL MO HeMy 6osiee AeTaNbHYO CTaTUCTUKY, BKITHOYas
ero penyTauuio B IronPort SenderBase. AGMUHUCTpaTOpPbl MOTYT YBUAETD,
BCTYMW/O N1 B AE€NCTBME OrPaHNYEHME CKOPOCTY NOYTbI, Y eCiN A3, TO, Kak
MHOrO Cco06LeHNI b0 3afepPKaHo. ITa BO3MOXHOCTb YHUKaNbHA, Tak Kak
60/IbLIMHCTBO NOAXOAO0B K 3afiePXKKe NUCeM NPOoCTO 3aMeANIAIT NOAKIIIYEHNE,
TaK YTO HET BO3MOXHOCTU Y3HaTb, CKONIbKO coobLieHnin Obino 3agepkaHo. Ecnn
AAMUHNCTPATOP XOUET U3MEHUTb NONUTUKY, KOTOPaA NPYMEHAETCA K JaHHOMY
OTNPaBUTENIO, OH MOXeT caenaTb 3To npocTo 13 Mail Flow Monitor.

www.IT-1.ru

MockBa +7-495-6496310
CaHkt-lNeTepbypr +7-812-3366310
San Francisco (USA) +1-415-2596501
office@it-1.ru

rpynna komnaHumn Antu-1

Boo6aBoOK K MOHUTOPUHIY 1 OTYETHOCTYW B PeasibHOM BPEMEHMU,
npepocTtasneHHbix Mail Flow Monitor, IronPort npegnaraet
LieHTPaNM31pOBaHHY0 XPOHOIOrMYeCKyto crcteMy obpaboTKM »KypHanos

Mail Flow Central™. 3Ta cuctema nonyyaet faHHble }KYPHAN0B 13 MHOXeCTBa
YCTPOWNCTB U 3arpy»aeT nx B 6a3y AaHHbIx SQL. Mail Flow Central npenoctasnset
MOLLHble CpeAcTBa Mo 06paboTKe 3TUX JaHHbIX, FeHepaLuy OTYETOB MO HUM,
XPOHONIOTMYECKOMY aHann3y Crama, BUPYCOB 1 KOHTEHTHbIX GunbTpoB. Takxke
NMeeTCs MOLLHOE CPefCTBO OTCAEXMBAHUA COOOLLEHNIA, C MOMOLLbIO KOTOPOTo
MOHO MCKaTb COOBLLEHNA OT OMNpefeNeHHOro OTNpaBuTeNs, C onpeaesieHHoN
TEMOW, TUMOM BNOXeHWS, 1 T.A. ITa cMcTema obnieryaeT paboTy CMCTEMHbIM
aAMUHUCTPATOPaM, KOTOPbIM PaHblle MPUXOANNOCH BbIMOAHATL MOUCK NO
dalnam XXypHasnoB Ha KaxK[AoM 13 yCTPOWCTB B OTAENIbHOCTMN AJIA HAXOXKAEeHNA
onpegeneHHoro nucbma. Mail Flow Central — 3To nporpammHoe o6ecneyeHue,
KOTOpOE MOXET MacLUTabMpPOBaTbCA M YCTaHABANBATLCA MO XKENaHMIO KIeHTa.
Mpepnaraetca, uto6bl Mail Flow Central 6bin 3anyLieH Ha paboyer cTaHLmm
unu cepeepe He B DMZ, utobbl He Harpy»aTtb mawwuHy B DMZ »xxypHanamu un
novckom coobueHuii. lronPort Takxe nybnukyet cxemy Mail Flow Central gns
BO3MOXXHOCTW CO3[laHNA NONb30BaTeNIbCKMX 3aMpPOCOB.

[lns BaXHbIX CMCTeMHbIX GyHKUWMIA [ronPort npefocTaBnseT MOHUTOPUHT

Kak rnouTbl, Tak 1 SMTP-nogkntoueHunii. CocToAHnE CUCTEMbI Y COObITUA
YPOBHA 6€30NacHOCTUN NPUAOXKEHUI NepeaatoTca yepes SMTP-noByLWKN 1
HacTpanBaeMble MOYTOBble ONoBeLleHnA. TeKylliee COCTOAHME CUCTEMbI TaKXKe
poctynHo B Buge XML. KomaHga nHxeHepos IronPort Systems paspaboTana
MHOXeCTBO CKPUMTOB, KOTOPblE MOTYT NCMONb30BaTbCA ANA Bblhaun
BbIGOPOYHON CUCTEMHON MHbOPMaLUn B 6oniee KpynHble CCTEMbI CETEBOTO
MOHWUTOPUHTA.

LEHTPANNM3OBAHHOE YIMNPABJIEHUE

|/|CI'IOJ'Ib3yﬂ LEHTPaIN30BaHHOE ynpaBneHue, B cJiydae, ecnm gna OfHOW n3
CNCTeM caesiaHbl KakKne-To USMeHEHUA, aAMNHNCTPATOP MOXKET NPVMEHUTb
3TN U3MEeHEeHWNA 1 anAa p,pyr0|71 CcncTembl, rpynnbl yCTpOVICTB nnun Knacrtepa. dTa
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OYeHb MOLLHasA 1 U30LLPEHHAA nepapxmnyeckasn cuctema bbina paspaboTtaHa
AN MMPOBbIX NPOBAaAEPOB 1 OpraHM3aunin € pacrnpefesieHHoN CeTbio.

OHa BbINosIHEHa C NCMONb30BaHNEM OJHOPAHIOBOM CMELLAaHHOW CeTu, rae
KoHdUrypauma nio6omn MmallnHbl XPaHUTCA Ha MaLUMHAX TOTO e paHra. 9To
ZaeT rmbKoCTb, Tak Kak M3MeHeHMNA MOTyT 6biTb CAenaHbl 4719 OLHON MaLUUHBbI,
a 3aTeM pacnpocTpaHeHbl No BceMy Knactepy. Ecnv niobasa 13 malimH BbIxoguT
13 CTPOA, HOBOW MaluMHe NpucBanBaeTca ee IP-agpec, 1 3Ta HoBaAa MawKnHa
ABTOMaTMYECKU CBAXETCA C MaLUMHAMU 13 €€ PaHra U HaCcTpouT cebs cama.
Bca nndopmanma o kKoHoUrypaumm cuctemol JOCTyMHa B Buge dpanna XML
AnA pe3epBrpoBaHuA. Bce AencTBMA agMMHUCTPATOPOB 3aHOCATCA B XXypHan,
K KOTOPOMY eCTb TPY YPOBHA AOCTYNa — TONbKO YTeHWe, adMUHUCTPATOP 1
cynepnonb3oBaresb.

3AKJTIOMEHUE

YCTpOonCcTBO 6€30MacHOCTU NEKTPOHHOM NoYThl IronPort — 310 camas
M30LLPEeHHAA CUCTEMA B 3TOI 061acTL 13 CyLecTByOWMX cerogHa. Cuctema
IronPort yctaHOBneHa y BOCbMU 13 eCATU KPYNHENLINX MUPOBbIX NPOBangepos
1y 20 NPOLEHTOB KPYMHENLWNX MAPOBbIX KOMMAAHUI, 1 TPOAEMOHCTPUpOBana
peKopAbl HenpeB3oMgeHHON 6€30MacHOCTY U HAAEXXHOCTU.

Ta e GyHKLMOHaNbHOCTb, KOTOpas NPUCYTCTBYET B CaMbIX MOLLHbIX MOZENAX
I[ronPort, noctynHa 1 B obneryeHHomn cepum IronPort C100™. Lienbio komaHabl
pa3paboTurkos IronPort ABNAETCA CO3[aHNe BbICOKOVHTENNEKTYaNbHbIX

1 0eecnocobHbIX CUCTEM, KOTOPbIE MOTYT aBTOMATMUECKU CNPABAATLCA CO
CNOXHBIMU CATYALMAMY, TAKMU KaK BCMbILLKW BUPYCOB 1 OO B paboTe
OCHOBHOTO MOYTOBOr0O JOMEHA. DTV COObITVA 06PabaTbIBAOTCA aBTOMATUYECKN,
yMeHbLUasn 3aTpaThl Ha aAMUHNCTPUPOBaHUe 6onee yeM Ha 75 NPOLEHTOB.
MHorve agMUHMCTPaTOPbI COOBLLAIOT, YTO UM NMPUXOAUTCA NPUKACaTbCA K
ycTponcTeam IronPort nuwb pa3s B mecaAw, “Ha BCAKKA ciiyyan”. NpuunHammn Takon
NPOCTOTbI yNpaBieHNa ABNATCA NPOABUHYTblE TEXHONOTW, MPYMEHAEMbIE B
ycTpoiicTBax IronPort, a Take BbICOYaiLLMi B MUPE YPOBEHb 0€30MacHOCTU.

@ IRONPORT

IronPort Systems — npon3soanTenb BefyLiMX NPOAYKTOB B 06nacTy 6@30MacHOCTM 3n1eKTpoHHOM nouTtsl 1 Web,
npeaHa3HauyeHHbIX Kak 71 Masnblx opraHun3aLuuii, Tak v Ans komnaHuia n3 Global 2000. IronPort npegoctaBnsiet
BbICOKOMPOU3BOAMUTENbHbIE, MPOCTble B UCMONIb30BAHUN MHHOBALMOHHbIE PeLueHnA AN Tex, nepes Kem CToAT
3a4a4M ynpaBfeHNA 1 3aWnTbl CBOUX KOPNOPATUBHbBIX ceTel oT VIHTepHeT-yrpos.




